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B15: An Annotated Library of Example Data Security and Privacy Protocols from
Global Institutions and Integrated Social Protection and Health Programs

e Who is this tool for? This document is intended as an implementation tool for health
system leaders thinking about securing the interoperable data from unwanted eyes.
It relates Question 2.8 of the Data Linkage Decision Checklist in the report: Are
systems and protocols for data security and privacy in place?

e How was it produced? Detailed discussions on data security and privacy protocols
were not held as part of the JLN Learning Collaborative on Population Targeting’'s
learning workshops. However, it was felt that this was an important topic to include
some guidance on for practitioners at this particular point in their data linkage.
Therefore, the following list of external literature and best practice was compiled to
signpost the most useful resources in this space.

United Nations. (2018) “PERSONAL DATA PROTECTION AND PRIVACY PRINCIPLES” UN High-
Level Committee on Management (HLCM)
https://drive.google.com/file/d/1EagszabSKYdvIAMemXuC L6CEmagauR3zK/view?usp=sha

nng

Document outlining 10 Principles for the processing of “personal data”, better defined as information
relating to an identified or identifiable natural person. These Principles apply to personal data, in any
form, and processed in any particular manner. The 10 Principles include fair and legitimate processing,
purpose specification, proportionality and necessity, retention, accuracy, confidentiality, security,
transparency, transfers and accountability.

Wagner B. et al. (2021) “IMPLEMENTATION GUIDE Good Practices for Ensuring Data Protection
and Privacy in Social Protection Systems” SPIAC-B Workstream on Data Protection
(Working Group on Digital Social Protection)
https://drive.google.com/file/d/102n2qQPHg2e8qgeelbcidN5SFhimPkogh/view?usp=sharin
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A practical guide explaining personal data protection and privacy, and providing international best
practices for data protection laws and frameworks. It also provides a step-by-step guide to implement
these protection and privacy measures for social protection programs.
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GlZ. (2020) “DATA PROTECTION FOR SOCIAL PROTECTION: KEY ISSUES FOR LOW- AND
MIDDLE-INCOME COUNTRIES” GIZ’s Sector Initiative Social Protection
https://drive.qgoogle.com/file/d/14nTuulMFlo400clUOH1IME3bKtwppu8lb/view?usp=sharin
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An ‘Issue Paper’ looking to encourage further debate and conversation on data protection and privacy
by raising key questions that governments and practitioners should address when designing and
implementing social protection programs. Additionally, it details the importance of creating a domain-
specific guideline on data protection for low- and middle-income countries.

Republic of Kenya. (2016) “SINGLE REGISTRY SECURITY GUIDELINES AND PROTOCOLS FOR
INTEGRATION WITH PROGRAM MANAGEMENT INFORMATION SYSTEMS” Social
Protection Secretariat
https://drive.qgoogle.com/file/d/10gUh WgAB6KgDES7rZlcuQnPOpzw5kApQ/view?2usp=sh
aring

Security Guidelines and Protocols created by the Social Protection Secretariat in the Republic of Kenya
to provide both government and non-government organizations with direction on linkage and data
access on a single registry. The guidelines also provide information on Kenya'’s approach to data
security for its social registry.
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